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Department of Defense
Force Protection Conditions (FPCON) System

PREFACE: FPCONs describe the progressive level of countermeasures in anticipation of or response to a
terrorist threat to US military resources and personnel. These FPCONs have been derived from DoDI 2000.16
and adapted to best meet the needs of the Air Force. Air Force commanders are responsible for their
mplementation. As well as the measures printed in the attachment, the following applies:

Ensure you have implemented an effective antiterrorism plan and this plan is widely known and practiced in
order to use “every airman as a sensor’.

Analyze the threat and plan courses of action to defeat those threats: detailed planning against plausible enemy
courses of action will often point to vulnerabilities which can be mitigated through adjustments to Tactics,
Techniques, and Procedures (TTP) and further mitigated through innovation and programming.

Development and implementation of effective fitendly Course of Action (COA) to counter known threats offers
a reasonable deterrent effect and the opportunity for long-term success against terrorist attack: consider force on
force or intruder play to test these COAs.

Ensure personnel assigned tasks directed by FPCON measures are properly trained and available to carry out the
task.

Based on your threat, employ sufficient patrols to deter enemy action, disrupt terrorist planning, and respond to
incidents or attacks against the installation: these patrols should focus protection on critical operational assets,
mission support infrastructure and mass gathering places.

Consider placing barriers around identified critical assets, restricted areas, high occupancy facilities, flight line
entry points, and high value resource areas to create standoff.

Review and be familiar with mutual aid and host tenant support agreements; keep law enforcement agencies
(federal, state and local) appraised of the cuirent situation and threat to determine the level of incident support
the installation provides or receives.

Ensure the installation Disaster Response Force and its sub elements are trained and available for response.

The JBLE Threat Working Group (TWG) will evaluate any threat information and recommend the appropriate
FPCON. The Wing Commander or Vice Commander is the Force Protection Condition declaration authority for
JBLE.

Compliance with this checklist is mandatory. Deviations must be approved by the WG/CC or the WG/CV.
This checklist applies to all JBLE units including tenant units.

/1//ISIGNED////
Matthew R. Altman, Colonel, USAF

Commander

RECORD OF ANNUUAL REVIEW: The following units are instrumental in the successful implementation
of the FPCON countermeasures in anticipation of or response to a terrorist threat to US military resources and
personnel. Review and concurrence of this checklist is crucial.

On 17 DECEMBER 2024, the JBLE ATEC reviewed and approved this checklist.

Reviewed By Date of Review
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FP Condition Details
(CUI) General. FPCON NORMAL applies at all times as a general threat of terrorist attacks, hostile acts, or other security
threats always exists in the world.

Normal

(CUI) Purpose. The FPCON NORMAL mandatory measures prescribed in Paragraph 3.6. are always in effect, regardless of the
FPCON level a commander declares. Commanders use FPCON NORMAL to focus their efforts on educating their personnel on
the terrorist and hostile adversary threats, deterring and detecting these threats, and reporting indications of these and other
suspicious activities, to maintain a level of protection the Secretary of Defense requires for all DoD elements and personnel
against terrorist attacks and hostile acts.

(CUI) Intent. During FPCON NORMAL, commanders ensure their personnel are knowledgeable on terrorist and hostile actor
threats; understand the individual actions they can take to protect themselves and others from terrorist attack; know procedures
for reporting suspicious activities and incidents; deter and detect general, non-specific threats of terrorist attacks and hostile acts;
and prepare to implement additional FPCON measures designed to delay, deny, and defend against these threats.

Alpha (CUI) General. FPCON ALPHA applies to a non-specific threat of a terrorist attack or hostile act directed against DoD elements
Alpha and personnel.

(CUI) Purpose. Commanders declare FPCON ALPHA when a terrorist attack or hostile act is possible, but no specific
information exists indicating a direct or indirect threat to DoD elements and personnel.

(CUI) Intent. During FPCON ALPHA, commanders:

a. (CUI) Implement enhanced capabilities to deter and detect general, non-specific threats of terrorist attacks, hostile acts, and
other security threats targeting DoD elements and personnel.

b. (CUI) Prepare to implement additional measures designed to delay, deny, and defend against these threats should the
likelihood or expected consequences of these threats increase.

(CUI) Mission Impact. Commanders must be able to sustain applicable FPCON ALPHA measures indefinitely.

(CUI) General. FPCON BRAVO applies when an increased or more predictable threat of a terrorist attack or hostile act exists
and is directed against DoD elements and personnel.

(CUI) Purpose. Commanders declare FPCON BRAVO when information indicates that a direct or indirect threat of a terrorist
attack or hostile act targeting DoD elements and personnel is likely but the specific timing, nature, and targets of these threats
cannot be identified.

(CUI) Intent. During FPCON BRAVO, commanders:

a. (CUI) Implement mandatory and supplemental FPCON measures to enhance the deterrence and detection of terrorist attacks,
hostile acts, and security threats.

b. (CUI) Prepare to implement supplemental FPCON measures designed to delay, deny, or defend against these threats should
the probability or expected consequences of these threats increase.

Bravo

(CUI) Mission Impact. Commanders must be able to sustain all applicable FPCON BRAVO measures indefinitely and must
understand FPCON BRAVO will likely affect missions and base support operations during prolonged implementation.

(CUI) General. FPCON CHARLIE applies when a terrorist or hostile act incident occurs within the commander’s area of interest
Charlie (AQI), or intelligence is received indicating a hostile act or some form of terrorist action or targeting against DoD elements,
personnel, or facilities is likely.

(CUI) Purpose. Commanders declare FPCON CHARLIE when they receive information that indicates direct or indirect terrorist
attacks or hostile acts directed against DoD elements and personnel are occurring or are likely to occur within the commander’s
AOlI, requiring additional FPCON measures.

(CUI) Intent. During FPCON CHARLIE, commanders:

a. (CUIl) Implement mandatory and supplemental FPCON measures designed to apply delay and deny effects against terrorist
attacks and hostile acts.

b. (CUI) Implement additional plans and procedures to defend against, respond to, and recowver from, these increased threats,
should they occur.

(CUI) Mission Impact. FPCON CHARLIE measures will very likely affect missions and base support. Commanders must ensure
that they can sustain applicable FPCON CHARLIE measures throughout the entirety of the threat.

(CUI) General. FPCON DELTA applies when a terrorist attack or hostile act has occurred or is anticipated against specific
installations or operating areas.

(CUI) Purpose. Commanders declare FPCON DELTA to focus the necessary installation or organizational capabilities on
mitigating and eliminating the threat.

(CUI) Intent. During FPCON DELTA, commanders focus on implementing capabilities in response to and containment of a
terrorist attack or hostile act, and to support recovery efforts in emergency management plans.

Delta

(CUI) Mission Impact. FPCON DELTA should be maintained on a limited basis and only be declared so long as the necessary
response capabilities are required. Commanders declaring FPCON DELTA must be prepared to:

a. (CUI) Implement applicable measures to respond to, defeat, and recover from the attack. Such measures must be
implemented in accordance with the rules for the carrying of firearms (arming) and the use of force (to include less than lethal and
deadly force) by personnel engaged in security, law enforcement, or counterintelligence activities (e.g. protection of personnel,
property and installations) prescribed in DoDD 5210.56 and rules of engagement prescribed in CJCS Instruction 3121.01B.

b. (CUI) Stop all non-essential support functions, operations, and movement unless they are in direct support of the attack
response or continuity of operations.

c. (CUI) Implement measures to deter, detect, delay, deny, and defend against follow-on attacks.

CONTROLLED UNCLASSIFIED INFORMATION



CONTROLLED UNCLASSIFIED INFORMATION

Measure OPR |Details Deter | Detect | Delay Defend Unit omplete
Regularly inform all personnel of the general threat situation and
HORMAL 1 DoD
the reason for any change in FPCON measures,
Ensure all base marquees have current FPCOMN posted. X PaA, OS5, 0505
Update computer pop-up with current FPCON. X CS
Update signs at installation gates with current FRCOM. X SFS
Send ATHOC update with current FECOM. X CcP
Advise transit Aircraft personnel of the current FPCON. X 055
Organizational leadership routinely briefs subordinates. X ALL UMITS
Commensurate with mission requirements, reduce installation and
NORMAL 2 DOD  |facility access points, to include ground, water, and air avenues,
for vehicles and personnel, based upon the threat.
Review the feasibility of closing, or reducing the operating hours of part- x SFS
time gates and limited use gates.
X SFS
X SF5
E The Main Gate Gate is designated as the contractor gate. All % SFS
commerciafmailfoed must enter/exit through this gate and be searched.
The Main Gate is open 24/T7 and Schellenbarger Gate is open 0500-
E x SFS
2300.
Establish and implement procedures to report indications of
HORMAL 3 DOD  |terrorist or hostile actor surveillance of DoD elements and
personnel.
Implement Eagle Eyes program. X X AFOSI
Implement procedures 1AW the Integrated Defense and Antitermorism
x X SFS
Plan's Inteligence Annexes.
Implement methods to obtain intelligence and counterintelligence
NORMAL 4 pob updates on terrorist and other hostile threats.
Implement procedures 1AW the Integrated Defense and Antitermorism
x X SFS
Plan's Inteligence Annexes.
Institute random antiterrorism measures (RAM) to enhance
NORMAL 5 DOD  |deterrence and detection efforts and other security program
requirements.
Conduct 2 RAMs per shift. X X SFS
Conduct a minimum of 1 Base Perimeterioff base Check per shift. X X SF3
Conduct a minimum of 1 security check of all Mission Essential X X SFS
Yulnerable Areas (MEVA) facilities per shift (See MEVA facilities listing)
Conduct a minimum of one Boat Patrol per week. X X 5F5
E Implement Sky Watch Program. X X OSS5/0SFA
Ensure all agsigned military personnel, DoD civilian personnel, and
NORMAL & DOD  |contractors receive the appropriate personnel recovery training
pursuant to DoDD 3002.01.




CONTROLLED UNCLASSIFIED INFORMATION

Measure OPR |Details Deter | Detect | Delay Defend Unit omplete
The Department of Defense has an obligation to train, equip, and protect
its personnel, prevent their capture and exploitation by adversaries, and
reduce the potential for using isclated personnel as leverage against
U5, security objectives. Commanders at all levels must link force
protection programs and personnel recovery as a means of presanving ;
) 3 Yo 5 ALL UNITS Unit
the force. This requires commanders to maintain situational awareness
. . . . Deployment
of their personnel during all phases of military operations. M nd
AFMORTHIATS and HAF/A450 concur this personnel recovery training | X anager a
. . Installation
requirement should already be tracked by your unit deployment manager D ent
{or Installation Deployment Officer) for personnel subject to DoDD e'grl’ﬁ:'.er
3002.01, page 2 para 4.A. (i.e, tasked to deploy with CCMD training
requirements). Personnel recovery training can be completed via the
JKO SERE 100.2 course (search under J3T prefix courses for course
number “A-LIS13297).
Randomly inspect the interior and exterior of bulldings, offices,
1 NHORMAL 1 NC  |[rooms, storage areas and parking areas for threat indicators. X X All Units:
Secure when unoccupised.
Familiarize all personnel with established and implemented
1 NORMAL 2 NC  |[emergency action/incident response plans, physical security, social] X All Units:
media security, OPSEC and access control procedures.
1 HORMAL 3 NC Visually ns.pect incoming mail, deliveries, personnel and packages X % Al Units
for threat indicators.
Inspect unattended/unsecured GOVs for signs of tampering prior to
1 HORMAL 4 NC  |use. Randomly inspect POVs and increase frequency as the threat X X All Units:
increases.
MAL Review supplemental plans, identify resource requirements, and be .
Sabn < ~E prepared to implement measures of the next higher FPCON level, e e
ALPHA 1 DoD Increase the number Df. RAM to enhance. deterrence and detection Unit
efforts and other security program reguirements.
Increase RAMSs 3 per shift based on threat. X X 5FS5
Conduct a minimum of 1 Base Perimeter Check per shift. X X SFS
Conduct random inspections of privately owned vehicles and
personnel entering DoD owned or controlled installations and
ALPHA 2 poo facilities, including items in the vehicles and tems that are carried
by personnel.
Conduct random vehicle inspections LAW SFS FPCOM Matrix. X X X SFS
Conduct MEVA checks once per shift X X x SFS
Conduct random, stop, check and pass of vehicles entering andior X X % SFS
exiting the Installation.
Implement notification and communications procedures. Motify
ALPHA 3 DOD  |personnel of all FPCON changes when they occur. Test emergency
notification and communications procedures and equipment.
Test mass notification system weekly. X CP
Test giant voice weekly X CP
Nofify personnel of all FFCON changes when they occur. X SFSICPIPA




CONTROLLED UNCLASSIFIED INFORMATION

Measure

OPR

Details

Deter

Detect

Delay

Defend

Unit

1ALPHA 1

NC

Conduct spot checks andior periodic surveillance of outer physical
boundaries at which access (vehicular/pedestrian) is controlled by
electronic or other remote means or no control measures are in
place (e.g. fence with key pad controlled or open gate).

SF5

1ALPHA 2

NC

Review supplemental plans, identify resource requirements, and be
prepared to implement measures of the next higher FRCOMN level.

All Units:

1 ALPHA 3

As appropriate, consider one or more of the following
actions/options to enhance airfield security (based on local,
regional, and'or AOR threat).

1. Erect barriers or establish manned checkpoints at entrances to
airfields.

2. Ensure the identity of all individuals entering the airfield from
flight line and support facilities.

3. Randomly inspect vehicles entering the airfield.

4, Randomly inspect pedestrian hand-carried items brought onto
the airfield.

SFS/Measures
384

1 ALPHA 4

Patrol or provide obzervation of approach and departure flight
cormridors as appropriate to the threat. Coordinate with federal
Aviation Administration, Marine patrol, U.5. Coast guard, and local
law enforcement as required to cover off-facility approach and
departure flight comridors.

SFS

BRAVO 1

DoD

Increase the frequency of inspections of privately owned vehicles
and their occupants' hand-carried tems that are attempting entry
onte DoD owned or controlled installations or facilities.

Conduct RVI at installation Gate for a minimum of 30 minutes twice per
day using MWD as availabile.

SFS

BRAVO 2

oD

Randomly inspect all types of commercial deliveries, to include
fast food deliveries. Advise family members to check home
deliveries.

Inspect commercial, delivery and for contract vehicles (including AAFES
vehicles).

SF3

BRAVO 3

oD

Enhance off-installation security for DoD facilities (including
schools, daycare centers, recruiting centers, reserve forces
centers, and critical infrastructure).

SFS

1 BRAVO 1

NC

Fully implement all measures of lower FPCOHN levels.

All Units

1 BRAVO 8

NC

Periodically conduct 100 percent inspection of ID cards at access
control points.

SF5

JBLE 1

JBLE 2

JBLE

Inspect food and water at dining facilities/cafeteriasifood vending
lecations for evidence of tampering or contamination before use
by DoD personnel. Inspections should include delivery vehicles,
storage areasifacilities, and storage containers.

7 TB(X), AAFES,

DECA, FSS,
TRADOC

X

X

1FW

Force Health Protection Measures (NOT FPCON MEASURES

/NOT RE

FHP 3

NC

Coordinate and exercize emergency response plans as appropriate
(host base/tenants, state, tribal, local governments, etc.)

X

MED GP, PHC

FHP 4

NC

Conduct food, water, and TIC/TIM VAs.

X

MED GP, PHC




CONTROLLED UNCLASSIFIED INFORMATION

Details

Ensure personnel are consuming food, water, and ice from
Approved Sources (i.e., operational rations, commercial
subsistence, and, bottled water inspected by veterinary/medical
authorities); report threat or suspected tampering to law
enforcement authorities and to installation public health and/or
veterinary authority for report to FDA, USDA, and DLA/Defense
Supply Center Philadelphia (DSCP); warn personnel of specific
food, water, and ice hazards.

FHP 18 NC X X X MED GP, PHC

CBRHN Protection Measures (NOT FPCON MEASURES/NOT REPORTAEBLE)
Estabhishireview utilization and response plans for all organic
CBRN1 HC |CBRM detectors used for emergency response and ensure X CES
serviceability.
Review shelter-in-place/evacuation plans pertaining to CERN
threats.

CBRN 2 NC X CES

Review any installation/local community MOAs/MOUs that pertain

L Ne to emergency response support during a CBRHN incident.

X CES

Provide update to installation/facility leadership on CBRN/EM
CBRN 4 HC  |emergency response capability (current manning, certification, X CES

equipment, ete.).

CONTROLLED UNCLASSIFIED INFORM



CONTROLLED UNCLASSIFIED INFORMATION

Measure OPR |Details Deter | Detect | Delay | Deny | Defend Unit Complete

Regularly inform all persennel of the general threat situation and

NORMAL 1 oo the reason for any change in FPCON measures.

PA, D505
CSs
SFS
CP
055
All units

JBLE |Ensure all base marguees have current FPCON posted.
JBLE |Update computer pop-up with cument FPCOM.

JBLE |Update signs at installation gates with current FPCON.
JBLE |Send ATHOC update with cument FFCON.

JBLE |Advise transit Aircraft personnel of the current FPCOMN.
JBLE |Organizational leadership routinely briefs subordinates.

e | | | el | e | e

Commensurate with mission requirements, reduce installation
NORMAL 2 DOD  |and facility access points, to include ground, water, and air
avenues, for vehicles and personnel, based upon the threat.

Review the feasibility of closing, or reducing the operating hours of
part-time gates and limited use gates.

The West Gate iz designated ag the contractor gate. All

JBLE |commercial/mailffood must enterfexit through this gate and be X X X X X
searched.

LaSalle Gate is 24/7, LaSalle Gate (Open D600-2000) King S5t Gate
JBLE |{Open 0600-1800) and NASA/Golf Course Gate (open Mon-Fri 0600- | X SFS
0E30 and 1600-1830)

The Main Gate Gate is designated as the confractor gate. All
JBLE |commercialimailffood must enter/exit through this gate and be X X X X X SFS
searched.
The Main Gate iz open 24/7 and Schellenbarger gate is open 0500- ¥ SFS
2300.

Familiarize all personnel with established and implemented
JBLE |emergency actionfincident response plans, physical security. Social X All Units
media security, OPSEC and access control procedures.

JBLE X 5F5

JBLE

Establish and implement procedures to report indications of
NORMAL 3 DOD  |terrorist or hostile actor surveillance of DoD elements and
personnel.

JBLE |Implement Eagle Eyes program. X X AFOSI

NORMAL 4 0oD Implement methm_js to obtain intelligenc:e and counterintelligence
updates on terrorist and other hostile threats.,

Developed within the Integrated Defense and Antiterrorism Plan's

IBLE Intelligence Annexes.

X A 5F5

Institute random antiterrorism measures (RAM) to enhance
NORMAL 5 DOD  |deterrence and detection efforts and other security program
requirements.

JBLE |Assign appropriate RAMs per shift based on threat. X X SFS
JBELE |Conduct @ minimum of 1 Base Perimeter Check per day. X X SFS
Conduct a minimum of 1 security check of all Mission Essential
JBLE |Vulnerable Areas (MEVA) facilities once per day. (See MEVA X * SF5
facilities lizting)




CONTROLLED UNCLASSIFIEED INFORMATION

Measure OPR  |Details Deter | Deteot | Delay | Deny | Detena Unit Complete
JELE |Conduct & minimum of one Boat Patrol per week. X X SFS Ho
JBLE |Implement Sky Watch Program. X X QOS5/05FA Ho

Ensure all assigned military personnel, DoD civilian personnel,
NORMAL & DOD |and contractors receive the appropriate personnel recovery
training pursuant to DoDD 3002.01.

The Department of Defense has an obligation to train, equip, and
protect its personnel, prevent their capture and exploitation by
adversaries, and reduce the potential for using isclated personnel as
leverage against U.S. security ohjectives. Commanders at all levels X ALL UNITS
must link force protection programs and personnel recovery as a
means of preserving the force. This requires commanders to maintain
situational awareness of their personnel during all phases of military
operations

JBLE

SUPPLEMENTAL FPCON MEASURES
Randomly inspect the interior and exterior of buildings, offices,
1 NHORMAL 1 MC  |rooms, storage areas and parking areas for threat indicators.
Secure when unoccupied.

Familiarize all personnel with established and implemented
1 NORMAL 2 MC  |emergency actionfincident response plans, physical security,
social media security, OPSEC and access control procedures.

Visually inspect incoming mail, deliveries, personnel and
packages for threat indicators.

Inspect unattended’unsecured GOVs for signg of tampering prior
1 NORMAL 4 MC  |to use. Randomly ingpect POVs and increase frequency as the
threat increases.

Review supplemental plans, identify resource requirements, and
1 HORMAL 5 MC  |be prepared to implement measures of the next higher FPCON
level.

1 NORMAL 3 NC

CONTROLLED UNCLASSIFIED INFOR!




CONTROLLED UNCLASSIFIED INFORMATION

Measure OPR |Details Unit

Increase the number of RAM to enhance deterrence and detection
efforts and other security program requirements.

JBLE [Increase RAMs per shift based on threat. X X SFS

JBLE |Conduct @ minimum of 1 Base Perimeter Check per shift. b X SFS

Conduct a minimum of 1 security check of all Mission Essential

JBLE [Yulnerabie Areas (MEVA) faciliies once per shift. (See MEVA facilities | X x 5F5

listing)

Conduct random inspections of privately owned vehicles and

personnel entering DoD owned or controlled installations and

facilities, including items in the vehicles and items that are carried

by personnel.

JBLE [Conduct random wvehicle inspections |AW SFS Matrix. X X X X SFS

JBLE C{_:ljdud random, gtop, check and pass of vehicles entering andfor

exdting the Installation.

Implement notification and communications procedures. Notify

personnel of all FRCON changes when they occur. Test

emergency notification and communications procedures and

equipment.

JBLE [Test mass notification system weekhy.

JBLE [Test giant voice weskly

JBLE |Molify personnel of all FPCON changes when they ocour.
SUPPLEMENTAL FPCON MEASURES

Conduct spot checks andior periodic surveillance of outer

physical boundaries at which access (vehicular/pedestrian) is

1 ALPHA1 NC  |controlled by electronic or other remote means or no control X X X SFS

measures are in place (e.g. fence with key pad controlled or open

gate).

Review supplemental plans, identify resource requirements, and

1 ALPHA 2 NC |be prepared to implement measures of the next higher FFCON X ALL UNITS

level.

As appropriate, consider one or more of the following

actions/options to enhance airfield security (based on local,

regional, and’or AOR threat).

1. Erect barriers or establish manned checkpoints at entrances to

airfields.

1 ALPHA3 | AFN |2.Ensure the identity of all individuals entering the airfield from X X X X X

flight line and support facilities.

3. Randomly inspect vehicles entering the airfield.

4, Randomly inspect pedestrian hand-carried items brought onto

the airfield.

ALPHA1 DoD

ALPHA 2 DoD

ALPHA 3 DoD

CP
CP
CPIALL UNITS

e e e

SFSIOWNER
USER

Patrol or provide observation of approach and departure flight
corridors as appropriate to the threat. Coordinate with federal
1 ALPHA4 | AFN |Aviation Administration, Marine patrol, U.S. Coast guard, and local| X X X SFS
law enforcement as required to cover off-facility approach and
departure flight corridors.

——



CONTROLLED UNCLASSIFIED INFORMATION

Measure OPR  |Details Deter | Detect | Detay | Deny | Detena |UNIL

Increase the frequency of inspections of privately
owned vehicles and their occupants’ hand-carried
items that are attempting entry onto DoD owned or
controlled installations or facilities.

BRAVO 1 DoD x x x X SFS

Conduct RV at installation Gate for a minimum of 30

JBLE minutes twice per day using MWD as available.

x x x X SFS

JBLE |Randomly select vehicles entering main flow for inspection.| X X X X SFS

Randomly inspect all types of commercial deliveries, to
BRAVO 2 DOD  |include fast food deliveries, Advise family members to X X X X S5FS
check home deliveries.

Randomly inspect commercial, delivery and for confract
JBLE vehicles (including AAFES vehicles). * * X * SFS

Enhance off-installation security for DoD facilities
BRAVO 3 Don {including schools, daycare centers, recruiting X X ¥ ¥ SFS
centers, reserve forces centers, and critical
infrastructure).

SUPPLEMENTAL FPCON MEASURES
X

1 BRAVD 1 MC  |Fully implement all measures of lower FRCON levels. ALL UNITS

Identify and brief personnel who may augment guard
1 BRAVOD 2 NC  |forces. Review specific rules of engagement and rules X SFS
for the use of force.

Keep vehicles and objects (e.g., crates, trash
containers) away from critical and high occupancy
1 BRAVO 3 NC  |buildings to increase detection of and reduce X x X X X ALL UNITS
vulnerability to explosive attack to the greatest extent
possible. Consider implemeantation of barrier plans.

Review rizk to high-occupancy locations/facilities.

1BRAVO4 | NC |Consider implementation of identity verification X | % X CS;‘;.”F;'-
measures for access.
Increase security measures and guard presence or
initiate increased patrolz and surveillance of DOD SES/ALL
1 BRAVO 5 NC  |housing areas, schools, messes, clubs, military X X UNITS

treatment facilities, visitor control centers and similar
high-occupancy or lucrative targets on installation.




CONTROLLED UNCLASSIFIED INFORMATION

*BSIITB {H]R Mih Dhadnr Dotecd | Delay Dany Dadard Uﬂil

At the beginning and end of each workday inspect the
interior and exterior of buildings, offices, rooms, and
storage areas for threat indicators. To the fullest extent
possible, inspect unobserved areas of the perimeter.
Conduct additional random interval checks including
vehicles and parking areas.

1 BRAVO & NC X x ALL UNITS

Review plans and requirements to protect mission
eszential vulnerable areas, critical capabilities and
designated infrastructure critical to mission
accomplishment. Give special attention to and
coordinate with local authorities regarding
infrastructure outside the military establishment.
Periodically conduct 100 percent inspection of ID
cards at access control points.

1BRAVO T NC X ALL UNITS

1 BRAVO & NC X x bt SFS

Periodically increase security measures or guard
presence at outer physical boundaries at which access
(vehicular’pedestrian) iz controlled by electronic or
other remote means or no control measures are in
place {e.g., fence with key pad controlled or open
nate).

Review supplemental plang, identify resource Specify Units
1 BRAVO 10 NC  |requirements, and be prepared to implement measures | X X X When

of the next higher FPCON level. Implemented
Inspect food and water at d-ining
facilities/cafeterias/food vending locations for
evidence of tampering or contamination before use by FSSMED
DoD personnel. Inspections should include delivery GROUP
vehicles, storage areas/facilities, and storage
Containers.

1 BRAVO 9 NC X x b4 SFS

JBLE 1 JBLE

CONTROLLED UNCLASSIFIED INFORMATION



CONTROLLED UNCLASSIFIED INFORMATION

Details

Unit

Required'Complete

CHARLIE 1

Do

Increase standoff distance to the extent possible
around critical facilities, soft targets, and mass
gathering facilities which are vulnerable to
attack, as dictated by the threat and the
anticipated tactics.

CES/SFSIOWMER
USER

Mo

JBLE-L

Determine if faciliies not covered in the Barrier Plan
require additional standofffbamiers based on threat.

No

CHARLIE 2

CHARLIE 3

oo

oo

Conduct inspections of all commercial vehicles,
to include their drivers and occupants, entering
Dol owned or controlled installations or
facilities.

Employ threat specific search capabilities (e.0.
explosive detection capabilities such as military
working dogs (MWDs), explosive detection
technology, or chemical, biclogical, radiological,
and nuclear (CBRN) detectors (if threat
warrants)) at installation and facility access
control points, where permitted.

5FS

SFSBIC/CEXEOD

Mo

Mo

JBLE-L

Employ threat specific search capabiliies based on
threat and capabilities.

5F5

No

CHARLIE 4

Do

Employ lighting, barriers, and obstacles as
appropriate.

ALL UNITS

Mo

JBLE-L

Implement Barrier Plan

CESISFSIALL
UNITS

No

CHARLIE 5

DoD

Establish the appropriate number of installation
and separate facility perimeter access points, to
include access points to defense critical
infrastructure as applicable, to support the
enforcement of entry control, This includes
ground, water, and air avenues, for ground
vehicles, waterbome vessels, aircraft, and
personnel.

SPECIFIED UNITS

HNo

JBLE-L

Consider reducing the numberfhours of access
points.

CAT

Mo

JBLE-L

Implement single point of entry at installation critical
assets

Specified Units

Mo




CONTROLLED UNCLASSIFIED INFORMATION

Measure OPR  |Details Dater | Detect | Detay | Deny | Datena |UMIL Required/Complete

Discontinue use of the Trusted Traveler program
CHARLIE 6 non for vehicle occupant identification, in

accordance with Directive-type Memorandum A A X X WINGICC No
(DTM) 09-012.
JBLE-L |Consider suspending extended duration passes. X X X X CATISFS No

Cease all flying, except for operational sorties
that installation commanders (or superior
commanders) specifically authorize.
CHARLIE T DOD  |Commanders may consider deploying UAS, X X WINGICC Mo
provided they have Secretary of Defense
approval in accordance with the February 17,
2015 Deputy Secretary of Defense Memorandum.

Cease all flying except for approved operational

JBLE-L sorties.

X X ALL UNITS No

SUPPLEMENTAL FPCON MEASURES

Fully implement all measures of lower FPCON
levels.

1 CHARLIE 1 NC X ALL UNITS No

Recall, and employ as necessary, additional
required personnel in preparation to delay, deny
and defend. Ensure armed augmentation
security personnel are aware of current rules of
engagementirules for the use of force and any
applicable Status of Forces Agreements (SOFA).

1 CHARLIE 2 NC X X x x SFS No

Emplace additional security to protect mission
essential vulnerable areas, critical capabilities
and designated infrastructure critical to mission SFSICESIALL
accomplishment. Give special attention to and UNITS
coordinate with local authorities regarding
infrastructure outside the military establishment.

1 CHARLIE 3 NC

Increase perimeter patrolling of the
installation/facility/unit including waterside
perimeters, if appropriate. Congult local

1 CHARLIE 4 NC  |authorities about closing public {(and military) X X SFs Ho
roads and facilities and coordinate any other
precautionary measures taken outside the
installation perimeter.




CONTROLLED UNCLASSIFIED INFORMATION

Measure OPR  |Details Dober | Detnct | Delay | Deny | Detena |UMIL Required/Complete
Conduct robust, overt, and highly visible TTP to
1 CHARLIE 5 MC  [further detect, deter and delay hostile adversary X X SFS/ALL UNITS Mo

planning and movement.

Inspect all non-DOD visitor POVs and hand-
1 CHARLIE & MC  |carried items; continue random inspections of X X X X SFS Mo
DOD personnel.

Discontinue use of entry points along outer
physical boundaries at which access
(vehicular’pedestrian) is controlled by electronic
1 CHARLIE 7 MC  |or other remote means or no control measures X X X CATISFS Mo
are in place (e.g., fence with key pad controlled
or open gate) unless permanantly manned or
overwatched by securityiguard personnel.

Review supplemental plans, identify resource
1 CHARLIE & MC  [requirements, and be prepared to implement X ALL UMITS Ho
measures of the next higher FPCON level.

JELE 2 JBLE-L |Consider cancelling/rescheduling Fuel Barge X X X X 1FW Mo

As appropriate, airfields should prepare to
accept aircraft diverted from other stations.
Consider closing or enhancing security at
1 CHARLIE 11 NC remote sites and alternate, practice, or training X A CAT Ho
airfields.

1 CHARLIE 10 NC

Implement appropriate flying countermeasures
as directed by the Installation/Wing Commander
(military aircraft) or Federal Aviation
Administration (civilian aircraft). Consider
ground actions to take for aircraft diversions
into and out of an attacked airfield. Consider
augmenting firefighting detailz. If necessary,
consider deploying light aircraft or heilcopters
for surveillance tasks, or to move internal
security forces.

CONTROLLED UNCLASSIFIED INFORMATION

1 CHARLIE 12 NC X X x CAT Mo




CONTROLLED UNCLASSIHED INFORMATION

Measure OPR |Details pem | =l e = = Unit Required/Complete
Limit access to installationg, separate facilities, and defense

DELTA 1 DOD critical infrastructure where appropriate, t.o mission-egzential X % X X CAT Ho
personnel and other personnel as determined by the
commander.
Mission essential personnel only. X X X X CAT Mo
Consider relocating critical assets that can be moved from stand-
alone, offinstallation facilities to more secure areas. X X X CAT Ho
Conzider staggered reporting times. X CAT Ho
Consider curtailing all non-essential functions. X X CAT Ho
Search all vehicles and personnel entering installations or
facilities, including their hand-carried items (e.q., suitcases,
backpacks, briefcases, purses, gym bags, packages), not

DELTA 2 DOD  |identified by the commander as operationally exempted (e.g., X X X SFS/ALL UNITS Mo
credentialed members of the Military Criminal Investigative
Organizations or members of the Military Department
Counterintelligence Organizations).
Search all vehicles and personnel entering installations and X X X X SFS/ ALL UNITS Ho
facilities.

DELTA3 DOD |Restrict all non-essential movement. x X X ALL UNITS Ho
Restrict movement to mission essential functions only. ALL UNITS Mo
Implement procedures to positively identify all personnel

DELTA 4 DOD  |entering and circulating on installations and in facilities with no] X X X X X ALL UNITS Mo
exceptions.
Imr:.d.gment gingle point of entry and access control at all installation X X X X X All Units Ho
facilities.

SUPPLEMENTAL FPCON MEASURES

1DELTA1| HNC |Fully implement all measures of lower FRFCON levels. X ALL UNITS Mo

1DELTAZ| NE Employ all available re;p-onse forces, security overwatches, X X SFsS Ho
guards and augmentation forces.

CONTROLLED UNCLAS al ORMATION




